AtAppStore Enterprise Stopwatch

Installation and Configuration Guide

This guide is for Adobe Workfront customers who
authenticate via Adobe Admin Console
as shown in the screen shot below

&« > X 23 authservices.adobe.com/en_US/indexhtml?call... & ¥ 2 0 @

'\‘ Adobe

Sign in

Email address

G Continue with Google
0 Continue with Facebook

‘ Continue with Apple
View more

Get help signing in

NOTE: In order for us to configure either a 30 Day Trial or Annual Enterprise Stopwatch license,
you will first need to create an APl Key under a dedicated Workfront System account
as per the Adobe Workfront instructions below and then share it with us via sales@atappstore.com:

https://experienceleague.adobe.com/en/docs/workfront/using/administration-and-setup/manage-
wi/security/manage-api-keys

With that APl Key and license in place, you can then log in as that same dedicated Workfront System
Account and complete the remainder of this guide within Workfront



SE'tUP & SYSTEM
=1 OAuth2 Applications ()

(@ system 5
i T e iode
Customer Info
Licenses
Jumpseat integration Under Setup > System >
Single Sign-on (550) OAuth2 Applications, click
Update Users For 550 th'E [+ crﬂate app

Integration] button

I OAuth2 Applications

New OAuth2 application

Select an authentication method and enter a name for your app.
You can change the name later in General Settings.

Authentication method
3 Machine to Machine Application
= Best for (Lis, daemons, or saripts running on your server (e.g: Shell, Python)
= Authentication through JSON Web Token with public/private key-pair encoding.

-4 Choose Single Page Web Application I
® single Page Web Application

= Best for mobile or single-page web applications (e.g: Javasaipt, Angular, React, Vue).

= Authentication through OAuth 2.0 Authonzation Code flow with Proof Key for Code
Exchange (PKCE).

o

3 Web Application

= Best for server-side applications that handle credentials and tokens on the server {(eg:
Go, Java, ASP.Net, Node js, PHP)

* Authentication through OAuth 2.0 Authorization Code flow.

| Set Name = AtAppStore | Enterprise Stopwatch .
Mama %

| AtAppStore | Enterprise Stopwalch

|Click the [Create] button ?- cancel




AtAppStore | Enterprise Stopwatch (&)

Baslc Information Copy the Client ID (in order
to paste it at a later step)

Client ID
Copy the client 1D for using your applications
Client Secret

Use Proaf Key for Code Exchange (PKCE) Instead of a client secret:

*  The clent app generates one-time keys Code venfier and Code challenge.

*  Code verifler Is a random URL-safe string with a minimum length of 43 characters

& Code challenge Is Bases4 URL-encoded SHA-256 hash of the code verifier

+ Sonds Code challenge with authorizing request and Code venfier with the token request
¥iou need to add code In your client app to generate the code vertfler and code challenge

Redirect URls
Users will be redirected to this path after they have authenticated with workdront. The path will be appandad with

the awthorization code for access, and must have a protocol. it can't contain URL fragments, relative paths, or

wildcards, and can't be a public IP address.

hitps:ffsecure. alappstore comvCliententerprise-stopwaich/oauth_himil

AN

* Add another
Type in the Redirect URL as follows:
https://secure.atappstore.com/Client/ent
erprise-stopwatch/oauth.htmil

@ Cancel ! Click the [Save] button I




Create (or edit)
the AtAppStore |
Enterprise
Stopwatch Edit External Page ” - Click + Add
dashboard e Sl Pagl
_AtAppStorE Enterprise Stopwatch né':? gt:eé?clwk!;;e

Confirm the P oescrptor pencil here if
editing)

name (e.g.
AtAppStore |

Enterprise

Stopwatch) LB :
hitps./isecure. ata;_lps!orecom-‘tlvent"en!emrrs N

Setthe URL to
- https:/Isecure.atappstore.com/Client/enterprise-
m e stopwatchloauth.html?cid=[yourClientiD]&h=
. ) [yvourDomain].my.workfront.com&u={!

o '13‘0;;"'31“‘ : $$USER.ID} substituting [yourClientiD] with the
{;igi( i [’é“‘:’l' previously noted OAuth Client ID, and
bistton, then thi [yourDomain] with your Workfront domain

[Save + Close]

button

TIP: for cut/paste/edit of the above URL https://secure.atappstore.com/Client/enterprise-
stopwatch/oauth.html?cid=[yourClientlD]&h=[yourDomain].my.workfront.com&u={!$$USER.ID}

[ QU RESSI NI @ OAuth2.0 - Workfront

< (Sharedashboarawtn } “T* @ % = @ @
those who use it we B * O q |m

:ts::;;sgtore | Enterprise Stopwatch das:mr:%?;nrg:;:age
. /. reminds users to view the
i’ Satmes Do next (launched) browser tab

Enterprise Stopwatch Launched ir to the right of this tab)

NOTE: for best result, set allow pop-ups to "always"




% AtAppStore | Enterpris: 2 OAuth20-

(@] () https://oauth.my.workf... A 8 V= @

Enter your domain
(TIP: then press
[Tab] to enable the
[Continue] button)

©Q Adobe Workfront

Enter your Adobe
Workfront domain

Click the
[Continue]
button

¥ AtAppStore | Enterprise (? OAuth2.0 - Workfront

C () https//atappstoremy... A > 8

T\ adobe

Allow application

© AtAppStore | Enterprise Stopwatch

to access your Adobe Workfront account

@ AtApp Demo doug.denhoed+atappd...

to perform the following on your behalf

* Retrieve content and information that you have
access to

Create, edit, and delete records that you have
access to

Click "Allow access” to allow this application to access your
account in accordance with the all d application’s
terms of and their p cy

Click the [Allow access] button }7’@




AtAppStore | Enterprise Stopwatch Launche'f page appears
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Enterprise Stopwatch
appears in its own
window (TIP: may need fo
Always Allow Popups)

stopwatch launched!

= Stopwatch]
m buttonto F Tocay's Hours
= manually force
coon rmeten. | launch st a
Specification
how to bookmark Geners
made DooKma Da e aciE mm
‘Genera
g ang g ag SIopWAtCh Iink 1o Da
+ 4 C

A
Once launced, automatically |

logs in (provided the Enterprise
Stopwatch license is valid)

3 s G
G & Launcher page appears' - i e
Enterprise

Stopwatch appears
stopwatch launched! o iy i
B B (TIP: may need to
if you don't see the new window, make Always Allow
sure popup blocker is disabled, or Popups)

perhaps it is behind this window. then try [

aunching again

Launch Sepaatch

() https://www.atappstore.com/c... A}

how tabhoaNmark t a
.| Click [Launch '”A:"; e
___|stopwatch] button | | © T
TEE029 to manually (re) == - ;
launch Psst..insiders! Guess what's coming?
CTRL + SHIF What if Sampie

N T INP 2 v & %

click and drag stopwatch link to bar: Specification
Genera

Once launched, users
automatically log in Design Work
(provided the Enterprise Genend
Stopwatch license is valid)




